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ABSTRACT 

 
ARTICLE INFO 

The cyber space includes malicious objects that are newly emerged. For detection of 

this, a hot problem is introduced. There are some methodologies present which are 

used for detection of early detector malicious objects; these are not useful for 

malicious objects that are newly emerged. The signature based approach is used for 

the detection of new malicious object after there is significant loss of the assets as in 

between the duration signature is generated. For detection of new malicious objects 

with the minimum cost, honey pots are used. The honey pots which are available are 

to costly. So they can be afforded by an average organization. The extended honey pot 

is derived which consist of low cost honey pot framework for detection of malicious 

objects. This approach is better than other approaches and cost effective too. 
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I.  INTRODUCTION 

 
Information security is an issue of serious global concern. 

The exponential growth in the cyber space internet over 

the last decade has tremendously increased the security 

risks. The malware propagating in network have become 

the biggest threat to the increasing internet. In response to 

this increasing malware attacks, honeypots has emerged 

as one of the popular practical defence technique. 

 

Honeypots is a computer system which is used as a first 

defence mechanism to protect the main computing 

information system resource.  It is used to identify the 

attack threats and depart the attacks from the established 

course. It is a counter mechanism for malware attacks. 

 

A honeypot can capture every action an intruder or 

attacker makes inside the honeypot. A file is created 

which keeps the log of access attempts & also can identify 

the programs executed within honeypot. If an attacker is 

unaware that he‟s inside a honeypot, we can even identify 

his ultimate intentions. 

 

Honeypots can be classified into two categories:  

 

1) Low interaction honeypots  

2) High interection honeypots.  

 

Low interaction honeypots are designed to imitate 

vulnerable services and investigate attacks without 

exposing full operating system functionality. Although 

they have evolved in many ways over the past 15 years, 

understanding their limitations and sometimes inherent 

design weaknesses is important when you consider 

deploying them. While the attacker is busy gaining access 

to this machine, information on them can be gathered 

allowing the administrator to plan how to deal with them, 

and protect the network from similar threats in the future. 

 

High-Interaction honeypots are time-consuming to design, 

manage and maintain. The goal of the high interaction 

honeypots is to give the attacker access to a real operating 

system where nothing is emulated or restricted. 
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Deploying a physical honeypots is often time intensive 

and expensive as different operating systems require 

specialized hardware and every honeypot requires its own 

physical system.  

 

Honeyd is a program that allows a user to organize and 

simulate virtual hosts on a computer network system.. 

These virtual hosts can follow as a model many different 

types of servers, allowing the user to simulate an infinite 

number of  network configurations. Honeyd is primarily 

used in the field of cyber security by professionals & 

cyber crime investigators for detecting and disabling 

worms, distracting adversaries, or preventing the spread 

of spam email etc. 

 

II. LITERATURE SURVEY 

 
Honeyd is a program that allows the user to run virtual 

hosts on a machine on the network, in essence it‟s 

basically solely for deploying honeypots. Honeyd‟s 

functions allow it to emulate almost any known operating 

system at the IP stack level, instead of service level, and 

multitude of services. It is under license of the GNU 

General Public License, and is freely available to be 

downloaded and deployed by everyone. The senior staff 

engineer of Google Inc., NielsProvos, created honeyed 

and has written highly detailed documentation on how it 

works. Very surprisingly for how simple it is, honeyd is 

an extremely powerful program for creating virtual 

honeypots. Evaluations of honeyed show a 1.1 GHz 

Pentium III processor sustaining over 2,000 TCP 

transactions per second with a total bandwidth usage of 

30 MBit/s. (Provos, 2004) Of course, the reason the 

program is so lightweight is because it is low-interaction. 

Instead of simulating every aspect of the OS, honeyd 

simply copies it at the network stack. 

 

With the ability to create over 65,000 hosts at one time, 

an admin has the ability to completely obfuscate their 

entire network with an entire spoofed network. The 

creator, Provos, says that more could be tested, but that is 

as far as he was able to go. (65,536). Honeyd is able to 

create this massive „army‟ of hosts by teaming with Arpd 

to give distinct IP addresses to each one. ARPd listens for 

ARPrequests on the host network, and answer for IP 

addresses that are unallocated. This way, honeyd can be 

supplied with unallocated IP‟s from ARPd so it doesn‟t 

conflict with the normal traffic of the network. This 

allows honeyd to be run in a production environment, and 

still be able to use the unallocated address space within 

the network to host virtual honeypots. (Costa, 2008). 

 

 

 

 

 

 

 

III. EXISTING SYSTEM 

 

 
Fig 1. Existing System 

 

IV. PROPOSED SYSTEM 

 
Honeyd‟s architecture consists of several components: a 
configuration database, a central packet dispatcher, 
protocol handlers, a personality engine, and an optional 
routing component; see Figure Incoming packets are 
processed by the central packet dispatcher. It first checks 
the length of an IP packet and verifies the packet‟s 
checksum. The framework is aware of the three major 
Internet protocols: ICMP, TCP and UDP. Packets for 
other protocols are logged and silently discarded. Before 
it can process a packet, the dispatcher must query the 
configuration database to find a honeypot configuration 
that corresponds to the destination IP address. If no 
specific configuration exists, a default template is used. 
Given a configuration, the packet and corresponding 
configuration is handed to the protocol specific handler. 
The ICMP protocol handler supports most ICMP requests. 
By default, all honeypot configurations respond to echo 
requests and process destination un-reachable messages. 
The handling of other requests depends on the configured 
personalities. For TCP and UDP, the framework can 
establish connections to arbitrary services. Services are 
external applications that receive data on stdin and send 
their output to stdout. The behavior of a ser-vice depends 
entirely on the external application. When a connection 
request is received, the frame-work checks if the packet is 
part of an established connection. In that case, any new 
data is sent to the already started service application. If 
the packet contains a connection request, a new process is 
created to run the appropriate service. Instead of creating 
a new process for each connection, the frame-work 
supports subsystems and internal services. A subsystem is 
an application that runs in the name space of the virtual 
honeypot. The subsystem specific application is started 
when the corresponding virtual honeypot is instantiated. 
A subsystem can bind to ports, accept connections, and 
initiate net-work traffic. While a subsystem runs as an 
external process, an internal service is a Python script that 
executes within Honeyd. Internal services require even 
less resources than subsystems but can only accept 
connections and not initiate them. Honeyd contains a 
simplified TCP state machine.  
 
The three-way handshake for connection establishment 
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and connection teardown via FIN or RST is fully 
supported, but receiver and congestion window 
management is not fully implemented. UDP datagrams 
are passed directly to the application. When the 
framework receives a UDP packet for a closed port, it 
sends an ICMP port unreachable message unless this is 
forbidden by the configured personality. In sending ICMP 
port unreachable messages, the framework allows 
network map-ping tools like trace route to discover the 
simulated network topology. In addition to establishing a 
connection to a local service, the framework also supports 
redirection of connections. The redirection may be static 
or it can depend on the connection quadruple (source ad-
dress, source port, and destination address and destination 
port). Redirection lets us forward a connection request for 
a service on a virtual honeypot to a service running on a 
real server. For example, we can redirect DNS requests to 
a proper name server. Or we can reflect connections back 
to an adversary, e.g. just for fun we might redirect an SSH 
connection back to the originating host and cause the 
adversary to attack her own SSH server. Evil 
laugh.Before a packet is sent to the network, it is 
processed by the personality engine. The personality 
engine adjusts the packet‟s content so that it appears to 
originate from the network stack of the configured. 
 
 

V. SYSTEM ARCHITECTURE 

  

 
 

Fig 2. System architecture 
 

 
Fig 3. Redirecting an outbound attack in a honeynet 

 

VI. OBJECTIVE AND MOTIVATION 

 
1. Objective 

 

a. Honeypot is used to capture information 

about attacks. 

b. It is used to expose system 

vulnerabilities and drawbacks. 

c. Honeypot gives us idea about system 

response during an attack. 

d. It also captures information about 

attackers. For example, attackers IP 

address. 

e. It used to identify and recognise attack 

methods used by attacker. 

f. We can identify attack and system 

response patterns and make changes 

accordingly. 

g. Identities. 

 

2. Scope 

 

a. Honeypot is used to implement Middle 

Interaction. 

b. It also used to Increase the number of 

operating system services per PH. 

c. Experiment with honeyds and physical 

honeypots on same network. 

d. Increase stability and robustness of 

personality engine. 
 

VII. CONCLUSION 

 
Honeyd is a framework for creating virtual honeypots. 

Honeyd mimics the network stack behavior of operating 

systems. We gave an overview of Honeyds design and 

architecture and showed how Honeyds personality engine 
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can modify packets to match the ngerprints of other 

operating systems and how it is possible to create 

arbitrary virtual routing topologies. Honeypots are a 

valuable tool for intrusion and malware infection 

analysis.we present Timescope, a honeypot record and 

replay system that greatly enhances existing ways to 

perform forensic analysis of honeypots. 
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